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Name of Policy: E-SAFETY




Writing and reviewing the e-safety policy
The e-Safety Policy relates to other policies including those for ICT, bullying and for child
protection.

The school will appoint an e-Safety Coordinator. This may be the Designated Child
Protection Coordinator as the roles overlap. It is not a technical role.

Our e-Safety Policy has been written by the school, building on the Bucks e-Safety Policy
and government guidance. It has been agreed by senior management and approved by
governors.

Teaching and learning
1. Why the Internet and digital communications are important

The Internet is an essential element in 21st century life for education, business and social
interaction. Nursery school age children are quite likely to have already accessed age-
appropriate internet sites in their homes. Children will only use the internet to access any
sites at the nursery school under adult supervision and will be directly related to finding
something out.

2. Internet use will enhance learning

The school Internet access will be designed expressly for child use, (under staff supervision
only) and will include filtering by the service provider appropriate to the age of the children.

3. Managing Internet Access
Information system security

School ICT systems security will be reviewed regularly.
Virus protection will be updated regularly.
Security strategies will be discussed with the Buckinghamshire Council Advisors.

Personal data sent over the Internet will be encrypted or otherwise secured.

E-mail and Children

Due to the age of the children there will be no child access to e-mail.



E-mail and Staff

Nursery staff are only to initiate contact with parents/carers for professional reasons and in
agreement with parents/carers that they are happy to communicate via e-mail. All e-mail
communication by staff with parents/carers must be by prior agreement with the head
teacher.

Staff are only to use the .bucks.sch.uk for such emails.

Published content and the school web site

Staff personal or bucks.sch.uk contact information will not be published. The contact details
given online should be those used by the school office only.

The head teacher and the web site manager will take overall editorial responsibility and
ensure that content is accurate and appropriate.

The website should comply with the school’s guidelines for publications including respect for
intellectual property rights and copyright.

Publishing children’s images and work

Photographs that include children will be selected carefully so that individual children cannot
be identified or their image misused. Wherever possible, group photographs of children will
be used.

Children’s names will not be used anywhere on a school Web site or other on-line space,
particularly in association with photographs.

Written permission from parents or carers will be obtained and kept on file before
photographs of any child is published on the school website.

Work can only be published with the permission of the child and parents/carers.

Parents should be clearly informed of the school policy on image taking and publishing, both
on school and independent electronic repositories

Social networking and personal publishing

The school will block access to any social networking sites. Staff using social networking
sites outside of the nursery should never post or enter into dialogue regarding any
information about the Growing Together Federation.

Staff should not be friends with parents of children at the Nursery School. Staff should not
publish any information relating to the Nursery online.



Managing filtering

The school will work with the Buckinghamshire Council ICT team to ensure systems to
protect children are reviewed and improved.

If staff or pupils come across unsuitable on-line materials, the site must be reported to the
head teacher, who will ensure a report is made to CEOP and Updata.

Senior staff will ensure that regular checks are made to ensure that the filtering methods
selected are appropriate, effective and reasonable.

Managing mobile phones

Due to the ages of the children, it is unlikely that any child will bring in a mobile phone but
should this happen, the phone will be removed and the parent/carer contacted to let them
know we have the phone. (This is because it is likely to be a parent/carer’s phone or possibly
an older sibling).

Staff may use their own mobile phones to contact school when off the school premises.
Mobile phones are not to be used to capture photographs of children at any time.

Staff will not use their mobile phone during the time pupils are on site except in an
emergency and then only in the nursery school office. Staff mobile phones will be kept in the
staff room.

All visitors to the site will be advised they may not use a mobile phone except in the nursery
school office and may be asked to leave the site if they do not comply with this directive. If
visitors are to be left unattended in the Nursery, their mobile phones will be taken and kept in
a safe place in the office.

Managing the taking and printing of pupil photographs

Photographs taken by staff to support child learning or as a record of school events, e.g.
History Days, sports events, or a child’s learning activity, should only be taken using school
digital cameras. No images are to be taken on personal digital cameras.

Images can only be downloaded onto the school server and at no time can they be stored on
home-based laptops or computers.

All printing of child images by staff must be done on school printers. No images should be
sent to a third party for printing except in the case of professional printing being required for
example printing the nursery school prospectus. Parent/carer agreement would be sought for
professional printing such as the prospectus. These images will be downloaded weekly onto
the school computer, and deleted from the cameras.

For internal school events, e.g. Nativity, school visits or particular celebrations, parents will
be allowed to take photos or videos of their own children. If parents wish to take a group
photo, and there is a child present who has not consented to photos being taken, the child
will be discretely removed, and parents can then take the photo. Parents will be reminded
that they must not share any photos of other children on media websites.



Managing emerging technologies

Emerging technologies will be examined for educational benefit by the senior management
team and a risk assessment will be carried out before use in school is allowed.

No games machines (including the Sony Play station, Microsoft Xbox and others) are to be
brought into Nursery at any time.

Protecting personal data

Personal data will be recorded, processed, transferred and made available according to the
Data Protection Act 1998.

4. Policy Decisions
Authorising Internet access

All staff must read and sign the ‘e-safety Code of Conduct for ICT’ before using any school
ICT resource.

The school will maintain a current record of all staff and children who are granted access to
school ICT systems.

Access to the Internet will be by adult demonstration with directly supervised access to
specific, approved on-line materials.

Parents will be asked to sign and return a consent form for child access to the internet.

Any person not directly employed by the school will be asked to sign an ‘Acceptable use of
school ICT resources’ before being allowed to access the internet from the school site.

Assessing risks

The Growing Together Federation staff will take all reasonable precautions to prevent access
to inappropriate material and all internet access will be supervised by a member of staff.
However, due to the international scale and linked nature of Internet content, it is not
possible to guarantee that unsuitable material will never appear on a computer connected to
the school network, but would be immediately closed down by the supervising adult.

The school will audit ICT use to establish if the e-safety policy is adequate and that the
implementation of the e-safety policy is appropriate and effective.

Handling e-safety complaints

Complaints of Internet misuse will be dealt with by the Head teacher.

Any complaint about staff misuse, based on the e-safety Code of Practice, must be referred
to the Head teacher.

Complaints of a child protection nature must be dealt with in accordance with the school child
protection procedures.



Parents/carers will be informed of the complaints procedure (see school’s complaints policy).

Community use of the Internet

The school will be sensitive to Internet related issues experienced by children out of school,
e.g. social networking sites, (generally because of their young age social networking site
experience this is likely to be via older siblings or parents/carers), and offer appropriate
advice.

Introducing the e-safety policy to pupils

e-Safety training will be embedded through reminders appropriate to the age of the children.
Staff and the e-Safety policy

All staff will be given the School e-Safety Policy and its importance explained.

Staff should be aware that network and Internet traffic can be monitored and traced to the
individual user. Discretion and professional conduct is essential.

Staff that manage filtering systems or monitor ICT use will be supervised by the Head
teacher and work to clear procedures for reporting issues.

Staff will always use a child friendly safe search engine when accessing the web with
children.

Enlisting parents’ and carers’ support

Parents’ and carers’ attention will be drawn to the School e-Safety Policy in newsletters, the
school brochure and on the school Web site.

The school will ask all new parents/carers to sign an e-safety agreement when their child
joins.

Tapestry/ClassDojo — safe use of electronic online learning journal

Electronic records of children’s learning including photographs is securely stored on the
Tapestry cloud or ClassDojo. Staff have access to children’s records via nursery tablets and
secure login. Staff are able to access this securely at Nursery or from home, should they
wish. Information is password protected and passwords must not be shared with anyone

other than employees of the Growing Together Federation. When a member of staff leaves,
the passwords must be re-generated to prevent future unauthorised access.

For further information please refer to the privacy policies below:

Privacy Policy | ClassDojo

Tapestry Privacy Policy



https://www.classdojo.com/privacy/
https://tapestry.info/privacy-policy/

